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MAPA GROUP & MNG GROUP 

DIGITAL SECURITY AND PRIVACY POLICY 

 

1. Introduction 

As Mapa Group and MNG Group (hereinafter referred to as “Group”, including Mapa 

İnşaat ve Ticaret A.Ş.), we recognize the critical importance of digital security and privacy in 
today's business world, increasingly dominated by digitalization. This Digital Security and 

Privacy Policy outlines our commitment to safeguarding sensitive information, ensuring the 

integrity of digital assets, and upholding the privacy rights of individuals. 

 

The Group recognizes that compliance requirements may vary based on factors such as 

industry, geography, and business model. While adhering to the main principles outlined in this 

Policy, individual companies, affiliates, subsidiaries and entities within the Group are 

empowered to develop and implement their own compliance policies and procedures, 

appropriate and effective for them, addressing the risks and challenges they encounter in their 

respective business operations. This flexibility and autonomy ensure alignment with the Group's 

overall objectives and values, and allow for tailored approaches to compliance.  

 

2. Objectives 

The objectives of the Group's Digital Security and Privacy Policy are: 

 

a. Data Protection: Safeguard all digital assets and sensitive information against unauthorized 

access, disclosure, alteration, and destruction. 

b. Compliance: Ensure compliance with relevant data protection laws, regulations, and 

industry standards. 

c. Privacy: Uphold the privacy rights of individuals by implementing transparent data practices 

and consent mechanisms. 

 

3. Information Security Management System (ISMS) 

The Group is committed to implementing and maintaining an Information Security 

Management System (ISMS) based on international standards, specifically ISO/IEC 27001. Its 

scope is concentrated on information security activities within the scope of software 

development and information technologies technical and infrastructure support carried out in 

the IT department for companies within the Group. The ISMS serves as the foundation for 

achieving digital security objectives.  

 

4. Data Protection 

 

a. Access Controls: Implement robust access controls to ensure that only authorized personnel 

have access to sensitive data. 

b. Encryption: Utilize encryption mechanisms for the protection of data both in transit and at 

rest. 

c. Incident Response: Establish an incident response plan to promptly address and mitigate the 

impact of security incidents. 

 

5. Compliance 

 

a. Legal Requirements: Regularly review and update policies to ensure compliance with 

evolving data protection laws and regulations. 
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b. Employee Training: Provide ongoing training to employees to enhance their understanding 

of digital security and privacy regulations. 

c. Third-Party Compliance: Requesting third-party suppliers and subcontractors and business 

partners to comply with digital security and privacy standards and applicable data protection 

laws and regulations. 

 

6. Data Privacy 

 

a. Transparency: Clearly inform individuals about data practices, including the purposes of 

data collection and processing. 

b. Consent: Obtain explicit and informed consent before collecting or processing personal 

information. 

c. Data Minimization: Collect and process only the minimum amount of personal information 

necessary for the intended purpose. 

 

7. Cybersecurity 

 

a. Network Security: Implement robust network security measures to protect against cyber 

threats and unauthorized access. 

b. Security Awareness: Foster a culture of security awareness among employees through 

training programs and regular updates. 

c. Vulnerability Management: Regularly assess and address vulnerabilities in digital systems 

to prevent exploitation. 

 

8. Incident Reporting 

 

a. Reporting Procedures: Establish clear procedures for employees to report any suspected or 

actual security incidents promptly. 

b. Investigation: Conduct thorough investigations into reported incidents to identify root 

causes and implement corrective measures. 

 

9. Monitoring and Auditing 

 

a. Continuous Monitoring: Implement continuous monitoring of digital systems to detect and 

respond to security threats in real time. 

b. Regular Audits: Conduct regular audits to assess the effectiveness of the Digital Security 

and Privacy Policy and associated controls. 

 

10. Employee Responsibility 

 

a. Data Handling Training: Train employees on the responsible handling of digital 

information and the importance of privacy. 

b. Accountability: Hold employees accountable for adhering to digital security and privacy 

policies and procedures. 

 

11. Reporting, Whistleblowing and Investigation 

 

The Group maintain a speak-up approach and provides channels for employees and 

stakeholders to report any ethical or legal violations or concerns related to our compliance 
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policies, including this Digital Security and Data Privacy Policy. These channels ensure 

confidentiality, anonymity and protection against retaliation. The Group is committed to 

addressing grievances promptly and transparently.  

 

• The Group encourages all employees to share concerns and suggestions with superiors who 

are able to address them in an appropriate manner.  

• The Group has established an Ethics Help Center which can be accessible online at 

https://mapagroup.ethicshelpcenter.com or through telephone at +908502304568. 

Ethics Help Center is provided for the Group by an independent third-party provider that 

ensures the confidentiality, security and anonymity of the reporting process for the Group, 

within the limits of the applicable laws.  

We encourage all our employees, suppliers, subcontractors, business partners, clients and 

the individuals of the local communities affected by our business operations to use Ethics 

Help Center. 

• Additionally, our compliance and ethics officers can be directly reached by phone (by 

calling the phone numbers provided to all our site and office employees and business 

partners) or by sending an e-mail to complianceaudit@mapa.group. 

 

Reports made in good faith, either anonymously or otherwise, shall be addressed promptly and 

without incurring fear of reprisal regardless of the outcome of any investigation.  

 

12. Review and Continuous Improvement 

 

a. Review: Periodically review and assess the effectiveness of the Digital Security and Privacy 

Policy.  

b. Continuous Improvement: Implement necessary improvements to address emerging threats 

and ensure alignment with the Group's business objectives. 

 

This Digital Security and Privacy Policy reflects the Group's commitment to maintaining the 

highest standards of digital security, protecting the privacy of individuals, and fostering a secure 

and trustworthy digital environment for all stakeholders. 
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ANNEX 

ACKNOWLEDGEMENT AND AGREEMENT TO COMPLY WITH  

MAPA GROUP & MNG GROUP DIGITAL SECURITY AND PRIVACY POLICY 

 

I have thoroughly reviewed and understood the Mapa Group & MNG Group Digital Security 

and Privacy Policy. I hereby certify to the Group that I am not in violation of this Policy and 

commit to adhering to all ethical standards outlined within it. 

 

As an employee of the Group, I further affirm my understanding that any breach of this Digital 

Security and Privacy Policy, to the extent applicable to me, will result in appropriate 

disciplinary action, which may include oral or written warnings, demotion, transfer or dismissal 

for cause, subject to applicable procedural requirements, and relevant laws. I am aware that 

even the failure to report any known or reasonably suspected violation may, in itself, lead to 

disciplinary action. 

 

As a supplier/ subcontractor/ business partner of the Group, I confirm my understanding that 

any violation of this Digital Security and Privacy Policy, to the extent applicable to me, may 

result in the termination of the business and contractual relationship that I have with the Group 

and may impose legal and criminal sanction against me in accordance with the applicable laws. 

 

I undertake to promptly report any circumstances or situations that may arise in the future, 

requiring disclosure in accordance with this Digital Security and Privacy Policy. 

 

Date: _________________________ 

Signature: _____________________ 

Name: ________________________ 

Title: _________________________ 

 


